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Introduction

The term “Internet of Things” (IoT) was coined at
the Massachusetts Institute of Technology Media Lab
in 1966 by researcher Kevin Ashton as a last minute
PowerPoint addition:

I coined the term ‘the Internet of Things” when
I had to make a PowerPoint presentation in the
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1990s to convince the senior management of the
company I was working for, which was Proctor
& Gamble, that we should put . . . a tiny micro-
chip in everything Proctor & Gamble made.!

The phrase has since become confusing for many,
but the best description of 10T is as a system of sen-
sors, incorporated into consumer and industrial
devices, which in turn are connected to a network
(either the Internet or, in many cases, a private
network?) to monitor, manage, locate, and collect
real-time data. Device-generated data are important
in many key industries, including medicine, automo-
tive/transportation, HVAC/connected buildings, con-
nected agriculture, and natural resources. Also, while
consumer-facing IoT devices are just beginning to
take a foothold, enterprise-focused IoT developments
involving machine monitoring and control (previously
referred to as “M2M” or “Machine-to-Machine,” or in
some cases by the acronym SCADA—“Supervisory
Control and Data Acquisition”) have quietly existed
for over a decade.

Today, tens of millions of devices are part of a
networked IoT system of one kind or another, with
massive growth predicted for numbers of deployed
connected devices and the data they emit.? Cellular
phones, for example, are expected to have 3.5 billion
IoT connections by 2023.4 And at a recent Amazon
Web Services conference, one presenter from the
Formula 1 race car organization described their
vehicles as containing “120 sensors on each car,
generating 1.1 million telemetry data points per
second.”

Although sensors on race cars are exciting, perhaps
ToT’s most promising application is to industry—the
so-called “Industrial Internet of Things” (IIoT).5 IloT
generally refers to “the proliferation of industrial
systems, machines, and devices capable of interact-
ing with the physical environment, people, and other
devices.”® There is much hype behind IIoT technol-
ogy. Popularly referred to as the “fourth industrial
revolution,”” IIoT has been described as having the
potential to “revolutionize the industrial sector in the
United States and around the world.”®

IIoT technology is already being adopted in several
industrial markets.” For example, companies can
remotely monitor industrial hardware and, using
cloud-based analytics, predict the necessity for main-
tenance before it arises.!® IIoT also has the potential
to dramatically change industrial logistics; retail giant
Amazon has begun to experiment with drone deliv-
eries using IToT technology.!! Power management
could also be improved when “specific sensors can
detect environment and trigger to turn on/off control

of lights, air-conditioners, humidity controls, [and]
liquid control . . . .”12

For all of the hype, however, there are multiple
unique challenges facing IToT that need to be resolved
before it can be fully and safely utilized. Chief
among them are challenges involving intellectual
property rights and data security. IIoT innovators
will undoubtedly seek patent protection for their
inventions. Difficulties in doing so may discourage
further innovation. Likewise, as IIoT innovation
evolves, device security and network vulnerability is
inevitable, and the consequences of a potential data
breach become catastrophic. This article discusses
these challenges and explains why now is an oppor-
tune time to address them.

Intellectual Property
Challenges

Largely because of its inherent interconnectedness,
IToT presents multiple discrete and unique difficulties
in obtaining and enforcing patent protection.

First, it may prove difficult to demonstrate pat-
ent eligibility for IToT products. Furthermore, there
is a jurisdictional aspect to this issue since the law
regarding patent eligibility varies between the indus-
trialized nations. In the United States, Section 101 of
the Patent Act sets forth the requirements for patent
protection eligibility: “Whoever invents or discovers
any new and useful process, machine, manufacture,
or composition of matter, or any new and useful
improvement thereof, may obtain a patent therefore

. .”13 Although software is generally patentable,
abstract ideas are not.'* Thus, “simply using software
to implement abstract ideas is not patentable.”!> To
determine eligibility, courts ask (1) whether the inven-
tion is “directed to an abstract idea”; and, if it is, (2)
whether the invention “adds significantly more” to
that idea.'®

Courts have struggled to apply this standard to
inventions involving computer technology,'” and its
application to IToT will likely prove even more chal-
lenging.!'® In a physical sense, IIoT is not new. The
“Things” in TToT generally include hardware that have
existed for years: a device being monitored, commu-
nications modules, connectivity equipment, and sen-
sor technology. In that sense, one may find abstract
the idea of, for example, connecting these devices in
a way that allows for the collection and analysis of
data to predict when manufacturing machinery will
need maintenance. But is this application an abstract,
patent-ineligible idea merely because it uses preexist-
ing hardware? The answer will likely turn on step
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two, above. Thus, in drafting and submitting patent
applications for IIoT technology, applicants would be
wise to detail and exemplify how the IIoT invention
adds significantly more to the preexisting technology
it seeks to exploit.!?

Second, the collaborative nature of IIoT will likely
lead to difficulties in patent enforcement because of
joint infringement. Joint infringement occurs when
the infringing performance of a patented method is
split between multiple parties.? Because IIoT tech-
nology usually requires the interaction of a diverse
spectrum of devices, joint infringement is more likely
to occur. Following the above example, an IToT patent
may prescribe a method of combining communica-
tions modules, connectivity equipment, sensor tech-
nology, and manufacturing machinery in a novel way
that allows for prediction and enablement of mainte-
nance that was otherwise unforeseen. An infringing
method would likewise call for the interaction of
these devices so that no single device independently
performs the infringing activity.

Under current precedent, in such cases, a single
defendant may be held liable only where the defen-
dant exercises control or direction over the entire
process such that every step is attributable to that
party.?! This may be easier to prove in the consumer
context, where it is more likely that a service provider
is directing or controlling the process,?? but it is dif-
ficult to prove in the industrial context.?* To avoid
this difficulty, patent lawyers have sought to draft
patent claims in a way that focuses on one device and
thus requires only a single infringer.?* Nevertheless,
because of the propensity for joint infringement of
ITIoT patents, litigation seems inevitable.

Third, IIoT’s inherent need for interoperability
among a broad range of devices presents stan-
dardization and licensing challenges. More so than
most previous technology, IIoT is dependent on the
interoperability of many devices, and when a large
number of separately manufactured devices must
communicate, there develops a need for a standard
language.?> Patenting such standardized language
creates a dilemma. On the one hand, patented IToT
standardization technology requires IIoT developers
to choose between infringing and paying exorbitant
licensing fees.2® On the other hand, without patented
standards, TIoT systems will likely develop indepen-
dent codes and communications technologies, which
will hinder overall compatibility.?’

This dilemma has been addressed in the smart-
phone industry through the creation of so-called stan-
dard essential patents (SEPs).28 Holders of SEPs must
offer nonexclusive licenses on fair, reasonable, and
nondiscriminatory (FRAND) terms.2° The SEP model,

however, may not prove as useful in the IIoT arena.
ITIoT requires interoperability among many more
separately manufactured, unrelated devices than do
smartphones.’® Thus, the creation of standardization
technology will be more difficult to coordinate.?! For
the same reasons, determining what standards are
actually essential will be challenging.?? Additionally,
as was the case with smartphones, parties do not
always agree on what constitutes a FRAND licensing
fee.’? Again, litigation seems inevitable.

Finally, because IIoT’s success depends in signifi-
cant part on new, innovative, and robust software,
patent protection is not the only avenue for pro-
tecting IToT innovation. Trade secret and copyright
laws also play a part. Where disclosure of the soft-
ware can be avoided and secrecy maintained (such
as in an internal company implementation of an
IToT system), IToT innovation could be protected
by keeping the enabling software a well-guarded
trade secret and by registering small portions of the
code that do not reveal the trade secrets with the
US Copyright Office under a “special relief request”
from registration.

Device Security and Network
Vulnerability Challenges

IToT also presents some of today’s greatest device
security and network vulnerability issues, many of
which stem from the same qualities that make IToT
So promising.34

Since the risk of security breaches scales with both
the number of connected devices and the complex-
ity of the networks, it is obvious that the likelihood
of TIoT breaches will only increase with time.?> Tt
has been hyped that IToT will “grow close to 100 bil-
lion connected devices in the next five years and will
likely outpace the consumer IoT due to the large-scale
nature of the industrial products sector.”3¢ Although
technological development and growth are good
things, that amount of connected devices creates just
as many vulnerable access points.?’

Additionally, TIoT’s interconnectedness broadens
the potential scope of a security breach.?® Because
IToT’s utility is tied to its ability to connect many dif-
ferent devices, IIoT developers are incentivized to
make that connectivity as seamless as possible. Again,
this is presumably a good thing with regards to indus-
trial development of TIoT technology. A vast network
of seamlessly connected devices also, however, makes
it easier for malware to spread to areas of a network
that would otherwise be inaccessible.® Thus, the
scope of a potential IIoT attack is broadened.
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Finally, the context in which IIoT technology is
applied increases the severity of a potential security
attack. IToT technology has been implemented in
some of our nation’s most foundational infrastruc-
ture systems, including our electricity, chemical, and
manufacturing systems.* Successful attacks on ITIoT
networks within these sectors could have very dire
consequences. Indeed, IIoT network breaches have
already caused extensive damage internationally. In
2015, a German steel mill's network was breached,
and the mill's blast furnace was prevented from
shutting down, causing substantial damage.*! In
2016, hackers gained remote access to the Ukranian
power grid and disconnected power to approximately
225,000 people.*2

To be sure, much effort is being made to address
these concerns. Over $4.2 million were invested in
device and platform security in the United States in
2017.4* Most of this money was spent on software
development; of the approximately 1500 companies
in the United States focused on security, 95 percent
of them are focused on software.** Software, such
as firewall technology, intrusion detection, security
information management, and security analytics,
generally provides a response-based framework that
identifies threats and provides a remedy.**

Importantly, however, while responsive protocols
are valuable, experts have recently indicated that an
often overlooked piece of the puzzle is the develop-
ment of preventative hardware systems.** This is
especially important in the IToT context, where often
times, much of the equipment being connected and
monitored consists of legacy systems that have no
hardware security apparatus.*’ Overall, cybersecurity
should be a top priority for those industries adopting
IIoT technology. And to ensure IIoT networks are as
secure as possible, developers must take a holistic
approach, building hardware-rooted security systems
that use software encryption components to both pre-
vent and respond to cybersecurity threats.

The Hype Cycle

The challenges facing IToT should not be discour-
aging. Developmentally, IIoT is in somewhat of a
sweet spot with regard to addressing these issues.

Market research firm Gartner, Inc.’s Hype Cycle for
Emerging Technologies tracks and predicts the devel-
opment and ultimate success of emerging technolo-
gies.® The Hype Cycle consists of five chronological
phases through which most successful developing
technologies progress.* Essentially, the Hype Cycle
begins with a technological trigger, after which expec-
tations for the new technology tend to grow until they
become unrealistic and then peak.>® Expectations for
the technology thereafter begin to wane, but as the
hype catches up to reality, interest returns, and, if the
technology ultimately proves successful, mainstream
adoption sets in.>!

The 2018 Hype Cycle places IoT just over the peak
of inflated expectations, predicting that it will reach
mainstream adoption in 5 to 10 years.5? Most agree
that the IIoT segment is developing at a faster pace
compared to other IoT segments, so IIoT may reach
mainstream commercial adoption even sooner.5?
Regardless, IIoT is currently near the height of its
hype, which means expectations for IIoT may soon
decline.>* But therein lies the sweet spot. As the hype
over IToT wanes and reality sets in, an opportunity-
window to address intellectual property and security
concerns emerges so that when the hype catches
back up to reality, IIoT is better poised for ready
adoption.

From an intellectual property standpoint, this
period gives businesses an opportunity to develop
strategic patenting plans so as to ensure eligibil-
ity and enforcement. It also provides time for case
law to develop. Additionally, standardization and
licensing protocols may be formulated so that com-
patibility issues do not hinder eventual mainstream
adoption. With regard to device security and network
vulnerabilities, this period gives developers a chance
to create cohesive software and hardware systems
that will bolster the vulnerabilities inherent in IIoT
technology. It also gives regulatory bodies time to
formulate regulations that address safety and privacy
concerns.

IIoT technology has the promise of being more
than hype. But as it develops and moves toward
large-scale adoption, intellectual property and secu-
rity difficulties will continue to emerge. For IIoT to
truly reach its full potential, these issues need to be
addressed. Luckily, now is the best time to do so.
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